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CTX-1325AW Citrix Password Manager 4.0: Architectural Overview 

This course provides an overview of the components, functionality, technical benefits and architecture of a Citrix® Password Manager 
deployment.  Learners are introduced to the features and benefits of the Password Manager architecture and how the product strengthens 
authentication, encryption and synchronization.  This course also describes how security and administrative benefits are provided by the 
optional components of the Citrix Password Manager Service, including Hot Desktop, Self-Service Password Reset and  Data Integrity. 

Audience 
This course is intended for IT professionals, such as server, network, system and help desk administrators, familiar with Microsoft® 
Windows Server™ 2003 environments. Systems engineers, analysts, consultants, architects and Citrix accessPARTNER network 
members are also appropriate candidates for this course.  

Preparatory Recommendations 
Before taking this course, Citrix recommends that learners successfully complete the following: 

• CTX-1455AW Citrix Access Suite 4.0: Common Management Platform Administration 

Key Topics and Skills 
Upon successful completion of this course, learners are able to perform the following:  

• Citrix Password Manager Overview   
o Define Citrix Password Manager 
o Describe the functionality of Password Manager 
o Describe the features and benefits of Password Manager 
o Explain how Password Manager fits into the Citrix Access Suite 

• Mandatory Components   
o Define the Central Store  
o Define the Console  
o Define the Agent  
o Define the License Server 

• Optional Components   
o Define the application definition tool 
o Define Hot Desktop and Citrix Access Client  
o Define Password Manager Service components and features 

 Password Manager Service Signing Tool 
 Password Manager Service Configuration Tool 
 Data Integrity Module 
 Self-Service Password Reset Module 
 Automatic Key Recovery Module 

• Password Manager Functionality   
o Describe the authentication process in Citrix Password Manager 
o Describe the encryption protection provided by Password Manager 
o Describe the intelligent agent response processes in Password Manager 
o Describe the credential synchronization processes in Password Manager 
o Describe the identity verification options  

• Technical Benefits of Password Manager   
o Describe the common administrative console and licensing 
o Describe event logging 
o Describe authentication in Hot Desktop and SSPR 
o Describe password policies and sharing groups
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Instructional Method 
Self-paced eLearning 

Course Length 
2 hours* 
 
*The course length is an approximation of how long it takes to complete this course. Learners may spend as much time as they need to 
complete the course, and are able to log on and off as often as desired. 

Certification Preparation 
This course, along with CTX-1326AI Citrix Password Manager 4.0: Administration, prepares learners to take exam 1Y0-326 Citrix 
Password Manager 4.0: Administration.  Exam 1Y0-326 is a requirement for the Citrix Certified Administrator™ (CCA) for Citrix Password 
Manager 4.0 and for the Citrix Certified Enterprise Administrator™ (CCEA) for Citrix Access Suite 4.0 certifications. 

Registration 
Go to www.citrix.com/edu to register for CTX-1325AW and other Citrix eLearning courses. 
 


